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Presentation Notes
SCADA provides a method of centralized monitoring and control.  
Terminology
SCADA refers to a system that controls and/or collects data from various devices or sensors, such as a flow meter, in remote locations and then sends this data to a centralized location.
 
Telemetry is the measurement of data at a remote source and transmission of the data (typically by radio) to another place. (Greek root: tele = remote and metron = measure).
A remote terminal unit (RTU) is installed at a remote location and collects data and communicates (via telemetry) the data back to a central station. 


What is SCADA Used For?
SCADA (Supervisory control and data acquisition) is an industrial automation control system at the core of many modern industries, including: Energy, Food and beverage, Manufacturing, Oil and gas, Power, Recycling, Transportation, Water and waste water, and many more.
SCADA systems are used by private companies and public-sector service providers. SCADA can range from simple configurations to large, complex projects. 
Virtually anywhere in today's world, there is some type of SCADA system running behind the scenes, whether at a supermarket, refinery, waste water treatment plant, or even in homes. 
How Do SCADA Systems Work?
SCADA systems deploy multiple software and hardware elements that allow organizations to:
Monitor, gather, and process data.
Interact with and control machines and devices such as valves, pumps, motors, and more, which are connected through HMI (human-machine interface) software. 
Record events into a log file.
In basic SCADA architectures, information from sensors or manual inputs are sent to PLCs (programmable logic controllers) or RTUs (remote terminal units), which then send that information to computers with SCADA software. SCADA software analyzes and displays the data in order to help operators and other workers to reduce waste and improve efficiency in the manufacturing process.
Effective SCADA systems can result in significant savings of time and money. 
Retrieved from https://inductiveautomation.com/what-is-scada
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SCADA Section — Units & Supervisors
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SCADA Maintenance Unit

Garnett Ritchie

Preventative Maintenance of variety of
Remote Terminal Units (RTUs) and
associated hardware and accessories.

= Repairs: Break-fix services 24/7, 365,
Including emergency repairs, to provide
uninterrupted performance of the
SCADA system on nearly 1,200 sites.

= Sites are comprised of Campbell
Scientific and Motorola RTUs
throughout sixteen counties.

_sfwmd.gow

Communication
& Control
(Motorola)

—

Preventative
Maintenance &
Repair

P e "N

Contract



Presenter
Presentation Notes
Three (3) teams: Communication and Control (C&C), Central Maintenance, and Okeechobee Maintenance.
Primary duties include: maintain and repairing a variety of Remote Terminal Units (RTUs) and associated hardware and accessories, emergency or “critical” break-fix services 24/7, 365-days/year, which are necessary to provide uninterrupted performance of the SCADA system on nearly 1,200 sites. 
These sites are comprised of Campbell Scientific and Motorola RTUs throughout all sixteen counties under the SFWMD area of responsibility.
Maintains all equipment shown in photos.
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Design & Installation Unit "
Francois Berger

Design all new SCADA sites.

Manage new installations and y 00 N
upgrades of SCADA related projects. Project
Design
Research and development of SCADA : Re"'e"_"_
instrumentation. :

Fabricate and test SCADA

Instrumentation panels. Design
Instrumentation

Document and maintain
standards.

_sfwmd.gowv


Presenter
Presentation Notes
The unit is Responsible for the design of all new SCADA sites, including the review of District Projects and District-related U.S. Army Corps of Engineers Projects with control and instrumentation equipment
Manage all new and upgrade SCADA related projects, 
Research & Development of new instrumentation such as Remote Terminal Units for deployment throughout the District.
Responsible for the fabrication and test of SCADA instrumentation panels, this includes all new SCADA sites, as well as the installation of upgrades and rebuilds of existing SCADA sites. 
Document and maintain standards – wiring schematics & design drawings
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Design & Installation - RTU Panel Fabrication:  The Installation Team Builds Remote Terminal Unit (RTU) panels in the Field Operations Center (FOC) Lab. Pictures:  Panels  Manufactured & Tested; Field Installation & Verification;
Panel installation, wiring and communication; New ACE panel with dual radios being installed and wired in place, verify readings with laptop, antenna installation.
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Support & Logistics Unit

Marilyn Prater-Rivers

= Supports the SCADA Section _L L Dy >

e Planning and Scheduling
* Reporting (Budget, Plant Maintenance)

 Warehouse (Inventory, Asset Management, Purchasing)
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Plans and schedules – bee removal, alligator removal, equipment, field station support when needed (2 planner schedulers).
Reporting - provides a SCADA dashboard with budget statistics & Monthly SCADA reports with details of current projects, work orders, etc.
Warehouse – maintains inventory of SCADA assets and material, process vendor returns, inventory audit of equipment in district vehicles & warehouse. 
Photo taken during a physical inventory count of SCADA vehicle
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SCADA Complexity

= Multiple groups at the District support the system as a whole.

= SCADA works closely with the control room and several groups
within IT for the functioning of telemetry sites.

SCADA System Architecture SCADA OASyS Data Flow
Main application support at HQ Data flow from field to databases
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Not meant for detailed reading – this is to show the complexity of the system and the different groups involved to maintain.
Multiple groups within IT help keep the system up and running:  supporting hardware, software, data flow and network connection from the gateway back to the central system
Explain photos:  photo left  (main application support at HQ); right (complexity of data flow from the field to all databases for final viewing). 


SCADA Complexity (continued)

RTU Technology: Motorola for real

—— e J time applications and control sites;
Campbell Scientific for data collection
using LoggerNet servers.

. Campbell RTUs,
. ; communication path
R — ' to central system

Motorola RTUSs,
communication path
to central system
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Campbell RTUs and communication path to the central system – SCADA supports all to the gateway; 
Motorola RTUs and communication path to the central system – SCADA supports all to the gateway.
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Any questions?
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